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This data processing notice provides you with information relating
to the processing of your personal data by MAHLE International
GmbH within its group companies, departments and groups, and
relating to your rights pursuant to the General Data Protection Reg-
ulation ("GDPR"). Which data is processed specifically, and how
this is used, depends largely on the contractually agreed services
and obligations. As a result, not all parts of this notice may apply.

Data processing controller and contact details for the Data Pro-
tection Officer

Controller

Please refer to the purchase order/order form or similar con-
cluded with you for the responsible MAHLE company.

(Corporate) Data Protection Officer

Attorney Dr. Alexander Deicke
Kaffeeberg 11, 71634 Ludwigsburg
E-mail: cdpo@mahle.com

Which data sources and what data do we use?

We process the personal data that we receive from you in connec-
tion with our business relationship, e.g. via a self-disclosure. We
also process — insofar as is necessary in order to fulfill our obliga-
tions — personal data that we permissibly obtain from publicly ac-
cessible sources (e.g. commercial register and register of associa-
tions, the press, media, information databases, the Internet) or that
is transferred to us legitimately by other MAHLE companies or third
parties (e.g. credit agencies).

The personal data concerned includes master data (e.g. title, name,
(business) address), contact data (e.g. business telephone, fax, mo-
bile phone number and business e-mail address), identification data
(e.g. ID card data) and authentication data (e.g. specimen signa-
ture).This may also include order data, contract and billing data for
the fulfillment of our contractual obligations, documentation data
(e.g. excerpt from the commercial register), bank data, tax data (e.g.
VAT identification number) or data necessary for processing an in-
quiry and, where applicable, creditworthiness data, advertising and
sales data and other data from comparable categories (all together
“personal data”).

Why do we process your data (purpose of processing) and
what is the legal basis?

MAHLE processes (for example, collects, orders, stores, adapts,
uses, transmits, links, deletes, etc.; "processing") personal data in
accordance with the provisions of theGeneral Data Protection
Regulation ("GDPR") and the German Federal Data Protection Act
(Bundesdatenschutzgesetz, "BDSG"). The processing of personal
data is carried out for the following purposes ("purpose"):

a) For the fulfiliment of contractual obligations or the
implementation of pre-contractual measures pursuant to
Art. 6 (1b) GDPR

Data is processed primarily in order to fulfill our obligations arising
from the contractual business relationship between us and you (e.g.
purchase agreement, lease agreement, service agreement,
contract for work or rental agreement), in order to carry out pre-
contractual measures that take place upon request (e.g. for the
submission of a bid) and as part of a contract initiation (e.g. during
contractual negotiations).

Security

Through organizational and technical measures, we ensure that
your data processed by us is protected against manipulation, loss,
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b) On the basis of legal obligations pursuant to Article 6 (1c)
GDPR

As a company, we are also required by various legal obligations
(e.g. tax laws) to collect certain personal data from you and to make
this available to specific, mostly public, bodies. The purposes of
processing include, but are not limited to, the fulfilment of
documentation and retention obligations under commercial and tax
law.

c) As part of a balancing of interests pursuant to Article 6 (1f)
GDPR

To the extent necessary, we process your data beyond the actual

performance of the contract in order to protect our legitimate

interests or those of third parties. For example:

= Processing of general inquiries relating to our products and
services

= Assertion of legal claims and defense in case of legal disputes

= Safeguarding IT security and IT operations in our company

= Prevention and investigation of criminal offenses

= Video surveillance for the preservation of domiciliary rights and
for the collection of evidence in the event of robberies or fraud (cf.
Section 4 BDSG)

= Measures for the security of buildings and facilities (e.g. access
controls)

= Measures for safeguarding domiciliary rights

= Measures relating to business management and the further
development of services and products

= Risk management in our company

MAHLE processes your personal data only for purposes other than
those described, insofar as a legal provision permits this or you
have consented to the changed purpose of data processing. In the
case of further processing by MAHLE for purposes other than those
for which the data was originally collected, we will inform you about
these other purposes before further processing and provide you
with all other relevant information.

Data recipients or data recipient categories

We disclose the personal data of our suppliers and service provid-
ers only to entities within the MAHLE Group or external recipients
outside of our company that require this data in order to fulfill our
contractual and legal obligations, and only where we are legally ob-
ligated to disclose or are authorized to disclose personal data as
part of a balancing of interests.

Data transfer to third countries

We transfer personal data to internal and external recipients in
states outside the European Union (third countries) or to interna-
tional organizations only where the aforementioned legal basis ap-
plies and in accordance with Article 44 et seq. or 49 GDPR.

Data retention period and deletion of your personal data

We process and store your personal data as long as this is neces-
sary for the fulfillment of our contractual and legal (retention) obli-
gations under commercial and tax law, or in order to protect our le-
gitimate interests.

In all other cases, we delete your personal data as soon as the pur-
pose for which we have collected and processed the data no longer
applies.
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destruction and access by unauthorized persons. We always
adapt our security measures to the current state of the art. Rights
of the data subject

Each data subject has the following rights:

=  The right of access pursuant to Article 15 GDPR

= The right to rectification of inaccurate data pursuant to Article
16 GDPR

= The right to erasure pursuant to Article 17 GDPR

= The right to restriction of processing pursuant to Article 18
GDPR

= The right to data portability pursuant to Article 20 GDPR

= The right to object pursuant to Art. Article 21 GDPR

= The right to lodge a complaint with a supervisory authority
pursuant to Article 77 GDPR.

Obligation to provide data for a business relationship

Within the scope of our business relationship, you must provide the
personal data required for the purpose of establishing, executing
and terminating a business relationship and for the fulfillment of the
associated contractual obligations, or that we are obligated by law
to collect.Without this data, we will generally not be able to enter

into, perform or terminate a contract with you.

If you do not provide us with the required information and
documents, we will not be able to enter into, perform or terminate

the business relationship with you.

Notice concerning automated decision-making

As a general rule, we do not use fully automated decision-making,
as defined in Article 22 GDPR, in order to establish or perform busi-
ness relationships. If these procedures are used by us in individual
cases, we will notify you separately of this and inform you of your

rights to the extent required by law.
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Complaints regarding the processing of your personal data
Should you have any questions or concerns regarding the pro-
cessing of your personal data and information, or if you wish to ex-
ercise your rights as a data subject, please contact the Corporate
Data Privacy department by emailing corporate.data.pri-
vacy@mahle.com or by post to the official address of MAHLE Inter-
national GmbH, Pragstralle 26-46, 70376 Stuttgart, Germany.

Our (Corporate) Data Protection Officer is also available at any time
to answer your queries via cdpo@mahle.com.

Up-to-date version of this notice

The most recent version of our data protection notice can be ac-
cessed at any time via www.mahle.com/privacycenter.


mailto:datenschutz@mahle.com
mailto:datenschutz@mahle.com
mailto:cdpo@mahle.com

